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Allianz Risk Barometer 2023

Transparency and quality data are key to developing

solutions to BI, supply chain disruption and indeed m

of the other risks identified in this year’s Allianz Risk
Barometer. Access to good quality structured data will
help the insuranc: dustry to be more creative and
develop new solutions and products, aligning these with
the pain points of customers, which continually change
over time.

Although large-size companies (>$500mn
annual revenue) account for the majority of
Allianz Risk Barometer responses, collectively,
small- (<$250mn) and mid-size ($250mn to
$500mn) businesses are responsible for half of
allresponses.

Business interruption (including supply chain
disruption) maintains its position as the top risk
year-on-year for mid-size companies, while for
small-size companies, cyber incidents maintains
its top position. Both business interruption

(BI) and cyber rank as a top three risk in

each segment.

For these companies the cyber risk landscape
has changed significantly since the Covid-19
pandemic. Many had to quickly digitalize their
businesses, and development of IT security has
not always kept pace. Many smaller companies
continue to be under the misconception that
cyber-attacks won't happen to them but as
many large businesses ramp up their cyber
security investments the opposite is true.
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The good news! Although 2023 may prove to be a
challenging year for many, the medium-term outlook

is much brighter, despite - or rather because of - the
energy price crisis. The consequences, beyond the

d recession in 2023, are already becoming clear.

aforced transformation of the economy in the direction of
decarbonization as well as increased risk awareness in all
parts of society, helping to build resilience in the long run.

Top risks for small- and mid-size companies

More and more poorly protected smaller
companies are being exploited as a
consequence of this and they can be particularly
susceptible to supply chain attacks. The reality
is that if a small company suffers a significant
cyberincident, and it hasn’t adequately
managed this risk, there is a chance it may

not survive in the long run. Companies need
to better understand their exposures, invest in
cyber security, raise employee awareness and
develop response plans.

The energy crisis and adverse macroeconomic
developments are also the big movers in

the small- and mid-size company rankings.
Both are new entries in the mid-size company
risks (energy crisis at #3, macroeconomic
developments at #4). For small-size companies,
the energy crisis is a new entry at #4, while
macroeconomic developments climbs from #8
in 2022 to #2. Inflationary pressures, monetary
tightening, the soaring costs associated with
the energy crisis, supply chain disruptions and
noticeable staffing shortages are jeopardizing
many of these companies’ cash flows, which
have not yet fully overcome the economic
consequences of the Covid-19 pandemic. Half
of the countries analyzed by Allianz recorded
double-digit increases in business insolvencies
in the first half of 2022. The top European SME
markets (the UK, France, Spain, the Netherlands,
Belgium and Switzerland) explain two-thirds of
the rise. The outlook for 2023 is no better.
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Cyber risks, such as IT outages, ransomware attacks or data breaches, rank as the
most important risk globally (34% of responses) for the second year in succession

— the first time this has occurred.

Given cyber crime incidents are now estimated to cost
the world economy in excess of $1trn a year' — around 1%
of global GDP - it perhaps should come as no surprise
that cyber risk is the top customer concern in this year’s
Allianz Risk Barometer, selected by more than a third of

all respondents.

In addition to being voted the top risk globally, cyber
incidents also ranks as the top peril in 19 different
countries. It is the risk small companies are most concerned
about (see page 35),is the cause of business interruption
companies fear most (see page 14), while cyber security
resilience ranks as the most concerning environmental,
social, and governance (ESG) risk trend (see page 26).

“For many companies the threat in cyber space is still
higher than ever,” says Scott Sayce, Global Head of
Cyber at AGCS and Group Head of the Cyber Center

of Competence. “The conflict in Ukraine and wider
geopolitical tensions are reshaping the cyber risk
landscape, heightening the risk of a large-scale cyber-
attack, according to respondents. The frequency of
ransomware attacks remains high, with losses increasing
as criminals hone their tactics to extort more money, while
the average cost of a data-breach is at an all-time high.
At the same time, attacks are not just restricted to large
companies, increasingly we see more small and mid-
size businesses impacted. Then, there is also a growing
shortage of cyber security professionals, which brings
challenges when it comes to improving security.”
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Allianz Risk Barometer 2023

Which cyber exp

Top four answers

Data breaches

Increase in ransomware attacks
Disruption from failure of digital
supply chains, cloud/

technology service platforms

Increase in malware attacks
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Top exposures

According to Allianz Risk Barometer respondents, a

data breach is the exposure which concerns companies
most (53%), given data privacy and protection is one of
the key cyber risks and related legislation has toughened
globally in recent years. Such incidents can result in
significant notification costs, fines and penalties, and

also lead to litigation or demands for compensation from
affected customers, suppliers and data breach victims,
notwithstanding any reputational damage to the impacted
company. The average cost of a data breach reached

an all-time high in 2022 of $4.35mn?, according to IBM’s
annual cost of a data breach report, and is expected to
surpass $5mn in 2023, although these numbers constitute
small change compared to the costs that can be involved
in ‘mega breach’ events. An increase in data breaches

is expected this year, cyber security firm Norton Labs
predicts®, as criminals are finding ways to breach standard
multi-factor authentication technologies.

An increase in ransomware attacks ranks as the second
most important concern (50%). Around the world, the
frequency of attacks remains high, as do related claims
costs. The cost of ransomware attacks has increased

as criminals have targeted larger companies, supply
chains and critical infrastructure — in April 2022 an attack
impacted around 30 institutions of the government of
Costa Rica, crippling the territory for two months*. Double
and triple extortion attacks are now the norm - besides the
encryption of systems, sensitive data is increasingly stolen
and used as a leverage for extortion demands to business
partners, suppliers or customers.

Source: Allianz Risk
Barometer 2023
Total number of
respondents: 925.
Respondents could select
more than one risk.

Smaller companies increasingly
impacted

Recent years have seen more large businesses and
corporations boosting their investment in cyber security
tools as awareness has increased and cyber risk

has become a boardroom topic and a management
responsibility. An unexpected consequence of this trend is
that the number of small- and mid-size businesses being
impacted by a cyber incident is growing as those with
weak controls are easily hit by hackers in search of ‘low
hanging fruit’ - bringing financial rewards for little effort,
according to Sabrina Sexton, Head of Global Cyber
SME and Mid-Corporate, Cyber Center of Competence
at Allianz.

The consequences for these firms are often much

more severe given the lack of financial and employee
resources that they have access to compared with large
corporations. During 2021, the FBI's Internet Crime
Complaint Center received 847,376 complaints regarding
cyber-attacks and malicious cyber activity with nearly
$7bn in losses®, the majority of which had targeted

small businesses.

“Most cyber incidents in the SME sector are ransomware
attacks but increasingly we also see social engineering
scams and ‘deep fake’ attacks,” explains Sexton. “Smaller
companies can also be highly exposed to supply chain
attacks as they often purchase software program licenses
of much larger organizations or vendors.” Failure of digital
supply chains or cloud service platforms (35%) is the

third most important cyber risk concern for Allianz Risk
Barometer respondents.

Skill shortages and capacity issues

With all these challenges it is unsurprising that demand

for cyber security experts is growing. More and more
companies are looking to employ cyber security specialists,
but supply is not keeping up with demand. According

to Cybersecurity Ventures, the number of unfilled
cyber-security jobs worldwide grew 350% between

2013 and 2021 to 3.5 million® - enough to fill 50 large
football stadiums.

READ MORE

Allianz Risk Barometer 2023

At the same time, IT service providers and consulting firms
that conduct forensic examinations of cyber incidents and
restore systems are running out of capacity. In Germany,
The Federal Office for Information Security (BSI)” has
warned of a “fundamental shortage” of personnel for
incident response services. For those who are available to
help, surging inflation is increasing their cost. Ultimately,
such conditions will affect the ability of some companies
to make improvements to cyber security or respond
effectively to an incident.

Good cyber hygiene

“At AGCS our risk assessment experience shows that a
number of companies still need to improve areas of cyber
hygiene such as frequency of IT security training, cyber
incident response plans and cyber-security governance,”
says Sayce. “Incident response is critical as the cost of a
claim quickly escalates once business interruption kicks in.

“Itis clear that organizations with good cyber maturity
are better equipped to deal with incidents. It is not typical
to see companies with strong cyber maturity and security
mechanisms suffer a high frequency of ‘successful’
attacks. Even where they are attacked, losses are usually
less severe.”

The good news is that insurers are now having very
different conversations with firms on the quality of cyber
risk compared to just a couple of years ago. This means
they are gaining much better insights which can, in

turn, help to provide more value through offering useful
information and advice to customers and companies

of all sizes, such as which controls are most effective

or where to further improve risk management and
response approaches

Today's insurers have a role that goes beyond pure

risk transfer, helping clients adapt to the changing risk
landscape and raising their protection levels. The net result
should be fewer - or less significant - cyber events for
companies and fewer claims for insurers
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Nach der Krise ist vor der Krise — was bleibt?
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Klimawandel und Cyberrisiken

Umfrage: Was zahlt zu den bedeutendsten Risiken
der kommenden finf bis zehn Jahre?
Antworten in Prozent der Befragten

Klimawandel

Cyberrisiken

Geopolitische Instabilitat
Pandemien/Infektionskrankheiten
Soziale Unzufriedenheit/lokale Konflikte
Management natirlicher Ressourcen
Finanzielle Risiken

Risiken in der Fiskalpolitik
Umweltverschmutzung

Makrodkonomische Risiken

Befragt: Ru:

~
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Cyber-Angriffe der letzten Wochen
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In den USA haben sich Hacker Zugang zu den Daten von etwa 37 Millionen Noch immer verdienen Frauen wi
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Pressemitteilung vom 23.03.2023
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Die Zahl und Intensitat der
Cyber-Angriffe nimmt stetig zu

Quelle: BSI ,Deutschland. Digital. Sicher"
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144 MIO.

neue Schadprogramm-Varianten

+22 %

gegenuber 2020:
117.,4 MIO.

NV

Neue Schadprogramm-Varianten pro Tag

Durchschnittlich

Im Hochstwert

394.000 553.000

2020: 322.000

2020: 470.000
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Es war nie einfacher Schadsoftware zu “"entwickeln”
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New chat

Dark mode

OpenAl Discord

Updates & FAQ

Log out

chat.openai.com

,:('3:.

Examples

"Explain quantum computing in
simple terms" =

"Got any creative ideas for a 10
year old's birthday?" -

"How do | make an HTTP
request in Javascript?" -

ChatGPT

4

Capabilities

Remembers what user said
earlier in the conversation

Allows user to provide follow-
up corrections

Trained to decline inappropriate
requests

A

Limitations

May occasionally generate
incorrect information

May occasionally produce
harmful instructions or biased
content

Limited knowledge of world and
events after 2021

~
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Das Problembewusstsein in der IT

sehen eine potenzielle
Gefahrdung der
Datensicherheit

XM Cyber



Das Problembewusstsein in der IT
fehlt — es gibt eine Wahrnehmungskluft

94% 75% 73%

sehen eine potenzielle der kritischen Assets der kritischen Assets der wichtigsten
Gefahrdung der kdnnen innerhalb von eines Unternehmens Angriffstechniken
Datensicherheit 4 Schritten oder konnen in threm umfassen falsch
weniger ab dem aktuellen verwaltete oder
Einbruchspunkt Sicherheitszustand gestohlene
kompromittiert werden gefahrdet werden Anmeldedaten

XM Cyber
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...zwischen ,,Cyber-Illusion™ und ,Cyber-Dilemma"

Vergangenheit Gegenwart Zukunft
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..zwischen , Cyber-Illusion™ und , Cyber-Dilemma"

CIO / IT CEO

Vergangenheit Gegenwart Zukunft
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..zwischen , Cyber-Illusion™ und , Cyber-Dilemma"

CIO / IT CEO

Vergangenheit Gegenwart Zukunft
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..zwischen , Cyber-Illusion™ und , Cyber-Dilemma"

co/ir  Resilienz & Presilienz ceo

7\

Vergangenheit Gegenwart Zukunft
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Was ware, wenn Sie Folgendes wussten?

Alle Liicken in den
Sicherheitskontrollen und
wie diese geltenden

Alle versteckten
Angriffspfade, die

Die kleinste Anzahl an Wie man das Cyber-Risiko
MaBnahmen, die die eines Unternehmens ftir
zu Thren kritischen
Assets flihren

groBten Auswirkungen das C-Level Management
zur Risikominimierung leicht quantifizieren
haben kann

Regulierungen und
Bestimmungen
entsprechen

22 Schwarz Gruppe “ XM Cyber



Sehen, was Angreifer sehen:
From Attack Paths to Attack Graph

0'6‘-0

A

ad

* c—
* —
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Hybrid Cloud Security
SaaS Platform

Continuous & Safe Attack
Path Management across

On Prem & Cloud Assets

Cyber Risk Reporting

Prioritized Guided
Remediation
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Jetzt konnen Sie sehen, ob Ihre
Assets geschutzt sind

939%b der Assets konnen
angegriffen werden

DB Servers
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*Aktuelles Kundenumfeld
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Nur 7% der Assets kdnnen
angegriffen werden!
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tscheidet uber wirksamen Schutz

Typische Unternehmen haben durchschnittlich 11.000 Schwachstellen pro Monat

jorisierung en

Pr

Choke Points
B Critical Choke Points *)

I 10 exposures (per square)
Mittel
Niedrig

" Closed / fixed Exposure
Sicherheitslevel:

Legende:

*) Choke points that expose 10% or more of critical assets

{ ) XM Cyber
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Priorisierung entscheidet uber wirksamen Schutz

SchlieBen der falschen Schwachstellen andert quasi nichts am Sicherheitsniveau

Legende:

I 10 exposures (per square)
~ Choke Points

B Critical Choke Points *)
. Closed / fixed Exposure

Sicherheitslevel:
Hoch

Mittel

Niedrig

*) Choke points that expose 10% or more of critical assets
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Priorisierung entscheidet uber wirksamen Schutz

SchlieBen der Exposures an Choke Points macht den Unterschied

Legende:

I 10 exposures (per square)
Choke Points

B Critical Choke Points *)

. Closed / fixed Exposure

Sicherheitslevel:

) -

Mittel l

Niedrig .

*) Choke points that expose 10% or more of critical assets
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Priorisierung entscheidet uber wirksamen Schutz

SchlieBen von 2% aller Exposures verhindert quasi samtliche Angriffsmoglichkeiten

Legende:

I 10 exposures (per square)
Choke Points

B Critical Choke Points *)

. Closed / fixed Exposure

Sicherheitslevel:

Mittel

Niedrig

*) Choke points that expose 10% or more of critical assets
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tscheidet uber wirksamen Schutz

Die Sicherheitslage ist dynamisch — sie andert sich stetig bei Systemanderungen

jorisierung en

Pr

Choke Points
B Critical Choke Points *)

I 10 exposures (per square)
. Closed / fixed Exposure

Sicherheitslevel:

Mittel

Niedrig

*) Choke points that expose 10% or more of critical assets

{ ) XM Cyber
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Priorisierung entscheidet uber wirksamen Schutz

Die Sicherheitslage ist dynamisch — sie andert sich stetig bei Systemanderungen

*) Choke points that expose 10% or more of critical assets
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Legende:

I 10 exposures (per square)
Choke Points

B Critical Choke Points *)

. Closed / fixed Exposure

Sicherheitslevel:

Mittel

Niedrig .<
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Priorisierung entscheidet uber wirksamen Schutz

Die Sicherheitslage ist dynamisch — sie andert sich stetig bei Systemanderungen

*) Choke points that expose 10% or more of critical assets
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Legende:

I 10 exposures (per square)
Choke Points

B Critical Choke Points *)

. Closed / fixed Exposure

Sicherheitslevel:

Mittel

Niedrig .<
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A Schwarz Company

Cybersicherheit von XM Cyber.

Vorher wissen,
was spater passiert.

XM Cyber ist die einfache Antwort fir lhre Cybersicherheit.
Die Software analysiert 24/7 die Schwachstellen Ihrer
Infrastruktur aus Sicht der Angreifer — und priorisiert diese.
Wir helfen Ihnen, die téglichen Sicherheitsanforderungen
richtig einzuordnen, um lhre wichtigsten Systeme und Daten
effektiv zu schitzen.

Mehr auf xmcyber.com

See All Ways"




